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[bookmark: _Toc48562416][bookmark: _Toc53665188]Instructions
The (Name of Organization) Consolidated List of Standards document is designated For Official Use Only (FOUO) and is the property of (Name of Organization). Only (Name of Organization) representatives may distribute this document to individuals on a need-to-know basis. Distribution by other individuals without prior authorization is prohibited. This document is unclassified but contains sensitive information.



























[bookmark: _Toc48562419][bookmark: _Toc53665190]Introduction and Purpose
The (Name of Organization) Consolidated List of Standards document establishes a formal set of standards that are used to create Security Incident Response Plans, Teams and Processes to address Cyber Security Incidents.
Incident Response Standards
Federal Emergency Management Agency (FEMA) National Frameworks
National Incident Management System (NIMS)
ISO/IEC 27035:2011: Information Security Incident Management
SANS: Creating and Managing an Incident Response Team
CERT: Handbook for Computer Security Incident Response Teams (CSIRTs)
NIST SP 800-61: Computer Security Incident Handling Guide
ISACA: Incident Management and Response

Incident Management Maturity Standards
SIM3: Security Incident Management Maturity Model
CERT: Incident Management Capability Metrics (IMCM)
CERT: An Introduction to the Mission Risk Diagnostic for Incident Management Capabilities (MRD-IMC)
Threat Hunting Maturity Model
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