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Drone accidents are increased




Drone incidents are increased




Drone accidents have increased

Drone Hits an Airplane Drone Crashes Through Window
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Drone Hits Man's Head




Ways to take down illegal drones

Battelle Drone Defender Skywall 100 Drone Defense System

Excipio Anti Drone System Drone Catching Eagles

Assuming the drone is accurately detected




Existing Technologies

e Acoustic sighature-based

\@RONE-DETECTOR

Tien Pham et. al., U.S. Armi Research Laboratori



Existing Technologies
* Video-based

Artem Rozantsev et. al., 2015

Tamas Zsedrovits et. al., 2011, 2012



Existing Technologies
* RF-based

observing the up-link
and down-link
communication
between the drone
and its controller.

The mobile devices/laptops may be recognized as

the drones




Existing Technologies
e Radar-based

Disadvantages:

1. Drones are often small and made by plastic, they don’t reflect signal well

2. This technique creates much interference to the environment and expensive




Existing Technologies
e MAC address

maintain a database for all the drones

these ports may be modified

the MAC address could be easily spoofed
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Physical Siganatures:
RXY

. Body Shifting (caused by Control Loop Mechanism)
. Body Vibration (caused by Propellers Motion)




Body Vibration Observation

Body vibration signature

Idea: The body vibration of the drone can be detected by a
Short-Time Fourier Transform







Body Shifting Validation
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Evaluation

(JHardware
o SDR USRP B200
o 2.4GHz directional antenna

W Environment setup

o Drones used: Parrot Bebop, Protocol Dronium
One Special Edition, Sky Viper, Swift Stream, Setup
Parrot AR Drone, Protocol Galileo Stealth, and
DJI Phantom

o Environments: Urban, Campus, Sub-urban
o Distance: 10m = 600m

- JupesofusedDrones



Detect Drones at Different Distances

Distance from 10m to 600m




Drone Localization




Drone incidents are increased

We need to localize both the drone and its controller




Localizing the controller

* Detect the controller based on its correlation with the drone signal
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Proposed Solution
e
Drone

Controller Drone

Scanning ‘
direction
Q0
NI
ISIES
. & &
, Mechanical 47 &£ _
Omni- . S Omni-
agile antenng

directional y directiorﬂI
antenna antenna

Drone Direction Drone Direction

Finding System

Mechanically-
agile antenna




Localizing the drone signal based on drone
body vibration signature




Proposed System
Mechanically-agile
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Localizing the drone
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Experimental Validation

 Drones:
o Bebop 2, DJI Phantom Pro 4

(JSoftware Defined Radios:
o 2x USRP B210

JAntenna
o 9 dBi omnidirectional antenna (detection)
o 15 dBi directional antenna (angle finding)

(1Distance to drone

o 30m to 150m _ _ _ _
A sensing station during experiment

J# of measurements: 100



Preliminary Results (1)

(JEstimating the angles (mean error) e Estimating the distances (mean error)
o DIJI drone (9.9°), Bebop drone (14.5°) e DJIdrone (11.8 m), Bebop 2 (13.62m)
o DIJI controller (15450), BebOp controller (440) e DIJIl controller (1521m)' Bebop 2 controller
(7.5m)

o Bebop controller




Preliminary Results (2)

Direction findinﬂ results usinﬂ sinﬂle station



Conclusions

JWe introduce a PASSIVE system to detect and localize the drones and its
controllers based on their emitted RF signal, which is designed for
communication

It is an on-going research effort, please let us know if you are interested...




Elevating the Industry &
Moving the Market

Dawn M.K. Zoldi, CEO P3 Tech Consulting



2022 Media Planner
Now Available!

Every Weds 11 am ET
https://dronelife.com/dawn-of-drones/



Follow Me:

Linked In: www.linkedin.com/in/dawn-zoldi-5bb8b181

Twitter: http://twitter.com/DawnP3T

Podcast: https://dronelife.com/dawn-of-drones/

Facebook: https://www.facebook.com/p3techconsulting

Instagram: https://www.instagram.com/p3techconsulting
YouTube:https://www.youtube.com/channel/lUCFGodYF39gCI6CN6DNno6YYQ
Patreon: https://patreon.com/dawnzoldi

Forbes: https://www.forbes.com/sites/dawnzoldi/?sh=23b9dbb63ef1


http://www.linkedin.com/in/dawn-zoldi-5bb8b181
http://twitter.com/DawnP3T
https://dronelife.com/dawn-of-drones/
https://www.facebook.com/p3techconsulting
https://www.instagram.com/p3techconsulting
https://www.youtube.com/channel/UCFGodYF39gCI6CN6Dno6YYQ
https://patreon.com/dawnzoldi

Contact Me:

Website: https://www.p3techconsulting.com
Email: dawn@p3techconsulting.com


mailto:dawn@p3techconsulting.com




Our Office
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Toronto, Canada

Aoz, I — % ¢ Tuins bgOH
o SemraiE
FortWorth, X  —
Austin W7\

Houston, TX

% Global Headquarters
Service Area
® Regional Office

Field Office



=
O

) XKD |
)
SL

{
g
:

mVEAWaAaWmmn WS i

VA

IR
LIS

Diversity

Our winning team is comprised
of 20% females, 30% minorities
and over 15% veterans

Innovation
Highly trained engineering
team with the ability to lead
customers to reach their full
technological potential

25+ Years

Scientel Solutions was originally
established in1992 as Nuclear
Energy Services (Halliburton)

STV

Scientel has donated over
$1M to charitable and
veteran organizations over
the last five years

clentel Solutions Highlights

300+

Over 300 towers built

Growth

Fifteen offices throughout
North America + Europe

Connected

Direct connection into over
20 major data centers
spanning 3 continents

10M

Scientel has connected over 10
million IP addresses
throughout the world
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Scientel Solutions works to Coach,
Design, Implement, and Support
advanced solutions to complex
network challenges.

Drone Defense
IP Video
Access Control

MET Unit

Remote Monitoring
Break/Fix

Warranty & Upgrades
Network Operations Center

Support & Maintenance



Drone Monitoring as a Service
(BL\{VAVASSY

We use multi-sensory, radio frequency-scanning
technologies to detect, track and identify
drones across a large area, on land or at sea.

Our team works with security-cleared experts to
design, implement and support the right system for
your environment.

Our backwards-compatible systems can be fully
integrated into existing Security Management Systems
(SMS), reducing the training requirement for your staff.



Sign in Page



Unlimited number of zones
with the Enterprise License

Shows the position of not
only the drone but also the
controller.

All drones are colored based
on their activity.

Safe and Watch List can be
programmed.



Automatic Dependent Survelllance -
Broadcast (ADS-B)

« System presents ADS-B
data for restricted airspace

* Broadcasts device type,
velocity, position and
altitude



History Page



istory Page Filtered



Sample of Flight Data



History Map Feature



Export to POF



Flight Data




Fort Worth Sensor

» Installed one 360 degree sensor next to
Fort Worth Police Department

* Installed at a height ~40 ft

 Min 5km detection radius



A Sample \Week in Fort \Worth



Fort Worth Detalled Violations

* Red - Flights exceed 400 ft

or Controller was more
than 500m from Drone

* Yellow — Within 10%

 Blue - No, FAA violations

but still could be violating
local regulations



Fort Worth Detalled Violations



A Sample Week in Chicago



Chicago Detailed Violations



Chicago Detalled Violations

* Red - Flights exceed 400 ft

or Controller was more
than 500m from Drone

* Yellow - Within 10%

* Blue - No, FAA violations

but still could be violating
local regulations



Not just a Big City Issue



SkyFence™

Fixed Installation Drone Protection

SkyFence™ is a scalable, automaticand fully integrated electronic
countermeasuressystem that stops more than 99% of
commercialdrones. It prevents drones from flying into or close to
a protected location by disrupting the devices' command and
navigation radio transmissions.

The SkyFence™ is automatically activated, and it works in any
weather, day or night. The system stops more than 99% of
commercial drones—with no effect on communications systems.



Questions?



Thank you!



Confidential Document, © 2021 Skybase Limited
This is a confidential document and may not be used, copied, reproduced or showed outside of the recipient organisation,
in whole or in part, in any manner other than with written agreement from Skybase Limited.



N SKYBASE

Unlock Aviation’s Full Potential

“Flight-Autonomy Decision-Making System”



Two Decades in Aerospace

Michael Read




Founding Team (post pivot)

Eric g = Maélle N Michael i3858
Head of Design Product Owner Vision
Chief Test Pilot Embedded Systems Engineer Partnerships, Sales, Regulations
People Person, Leader, Mentor Creative, Problem-Solver, Thinker Do-er, Influencer, Speaker
o US Navy Test Pilot School » Cockpit Design, Avionics career » Air Force Pilot & Veteran
o Lt. Col US Army (Aviation) » 3 Masters Degrees » C-Level Exec at listed company
» Head of Design DC and o Studied with French Air Force on » Developed intricate knowledge
formerly Cubic Defense Tactical UAV programs of commercialising aviation tech
o Master + Bachelors Eng. » Contracted to Safran & CloudSat » B.Sc, ATPL

Purpose-driven:
This is for our future generations.



Big Industry with Big Problems Coming

20+ Years
Average ROI

80% Safety

Incidents by pilots

Under-Use $110B p.a.
Pilot Shortage, -2 Pilots
Routes




Locust Plagues Destroying Food Security

Each day, 1 swarm
eats food to feed 10M
people ($25M) and
can travel 60 miles.



But we can’t aerial spray them at night

Locusts on the Ground

Planes on the Ground



Wildfires Devastate Society and Nature

Getting worse every
year due to climate
change, and also
cause huge CO,
emissions.



But we can’t do aerial firefighting at night



The World Needs to Double Food
Production

Aerial spray Is
essential to feed
10B people by 2050.



But aerial spray can’t be done at night



Industry Crunch Has Started

Insurance

Daytime
Pilot Deaths

Utilisation, Profit

LIMITS

Environment Industry
Spray Drift, over-use, Limited Utilisation
Affects birds & bees, Pilot Shortages
Wildfires keep burning

Drift - - -

[



More than 10,000 Pilot-Limited Aircraft in USA

Dirty/Dangerous Dangerous Dull/Difficult Difficult

DAYTIME ONLY DAYTIME ONLY
Pilot Pilots Cause Pilot Shortages Pilot Costs
Deaths/Insurance Under Utilisation

Biggest
Market



~_Anidea

If Pilots = Problems, can we

Take the Pilot out of the Plane

with cool new drones?



Current Alternatives Are Not Solutions

Capability
(market-proven range,
payload, endurance)

A

Small
Drones

Too Restricted

Too Ineffective -

Military
Drones

Too Under-utilised

Too Misaligned

Crewed Aircraft
(onboard pilots)

Urban &
Electric Air

Total Costs
(Capex and Opex)



Regulations Control the Industry

After 2025 No Disruption

100,000 Hours?

Autonomy Requires_
New Regulations

Or giant leaps

No Certification =

Limited Sales

91
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Confidently Monitor &
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Big Benefits For Our Customers

7 Safety Revenue
Increase éé)é Double
(Low & Slow) (Night time, or low cloud)
f/»/’ Profits &) Short

| Double+ 540 Payback

(>30% Opex Savings) (<12 months)

DDDHH
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The Right Partners

NEW ZEALAND
TRADE & ENTERPRISE

®
i MINISTRY OF BUSINESS,
J INNOVATION & EMPLOYMENT
HIKINA WHARATUTURI

WFP
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Why Texas?

o It's Big, and just like a little Australia ;-) but
with bigger population and bigger economy

o People- World-Leading Aerospace
Companies (esp. in Dallas/ Fort Worth), and
friendly people = friendly government

= Price- lower cost of living, taxes, logistics

= Place- ideal testing conditions/ test range,
proximity to FAA (LA and KC), manufacturing

o Investment Community




What Are We Looking For?

Searching for our Lead Investor (Series A), with experience in Aerospace,
and from Texas if possible (Can syndicate S6M from NZ and Aus)

Team + Facilities in DFW area. Need undergrad’s through to highly
experienced engineers (esp. flight testing, cert, business dev.)

D Friendly Texans to help in any way you can!




Michael Read
Founder CEO
michael.read@skybase.aero

Unlock Aviation’s Full Potential
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