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North Central Texas Council of Governments § Emergency Preparedness Department

Cyber Security Working Group Meeting Agenda
Microsoft Teams
April 27,2023 — 9:00 AM - 11:00 AM

Welcome and Introductions

Discussion Iltems

FY21 Project
o 12 NIST Assessments Complete
= Assessment take-aways from those that are complete.
= What actions have been taken after completed NIST Assessments.

FY23 SHSP Project Submission
o Application has been submitted to the state.

FY24 SHSP Project Submission
o Process will begin this summer, discussion on what to apply for. Application will be due late
summer.

Rural County Cyber Needs Workshop Discussion

Other Discussion Topics:

e UASI Project submissions

¢« ARPA projects and what everyone is seeing approval on

e CISA published updates to Cybersecurity Performance Goals (CPGs) on March 215t that are
accompanied by checklist and matrix.

e GPG Report/CISA

Vendor management and using Cross Sector Cybersecurity Performance Goals

https://www.cisa.gov/cpg to get your vendors on board with doing the right thing

IR take aways

Training opportunities for SLTT incoming and requesting things through the state for SLCGP grants

EDR best practices

Automation and SOAR

SIEM setup and integration with other tools

Backup strategies

Segmentation strategies

API security

Upcoming Trainings:
o AWRI136 Essentials of Cyber Security - Arlington, TX - 6/27/2023; 8§ am — noon
o MGT384 Community Preparedness for Cyber Events - Arlington, TX - 6/27-28/2023; 1-5
pm June 27 and 8 am -5 pm June 28, 2023
o AWR376 Understanding Targeted Cyber Attacks - Arlington, TX - 6/29/2023; 8 am — 5 pm

Mission: Enhancing lasting partnerships and proactive Emergency Preparedness initiatives through advocacy, communication, and collaboration.


https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.cisa.gov%2Fcpg&data=05%7C01%7CAEverly%40nctcog.org%7Cb33ae29db98442e619ac08dac1cc4121%7C2f5e7ebc22b04fbe934caabddb4e29b1%7C0%7C0%7C638035380266072107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=%2Bn4RmqCzkbrO0sL0r6dBoOJePTkxTp8SIuyTm8zBFm4%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmy.teex.org%2FTeexPortal%2FDefault.aspx%3FMO%3DmCourseCatalog%26D%3DEC%26C%3DAWR136%26S%3D661&data=05%7C01%7CAEverly%40nctcog.org%7C305de7af0c824a24b20808dabce6703a%7C2f5e7ebc22b04fbe934caabddb4e29b1%7C0%7C0%7C638029995173180440%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=yEBHadPFEuMBNIVi0WzDoZtSUEKumhuJym69NnLPPTU%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmy.teex.org%2FTeexPortal%2FDefault.aspx%3FMO%3DmCourseCatalog%26D%3DEC%26C%3DMGT384%26S%3D391&data=05%7C01%7CAEverly%40nctcog.org%7C305de7af0c824a24b20808dabce6703a%7C2f5e7ebc22b04fbe934caabddb4e29b1%7C0%7C0%7C638029995173180440%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Lx6Fyq0o0zge6tTbclZ6kpBH3joXEQr3a4rMG5wJY%2BY%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmy.teex.org%2FTeexPortal%2FDefault.aspx%3FMO%3DmCourseCatalog%26D%3DEC%26C%3DAWR376%26S%3D111&data=05%7C01%7CAEverly%40nctcog.org%7C305de7af0c824a24b20808dabce6703a%7C2f5e7ebc22b04fbe934caabddb4e29b1%7C0%7C0%7C638029995173180440%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Bp4qTnt0hy3CcRwKslcQe3BX%2FL22DLyCHHv2nxTsKMY%3D&reserved=0

e Upcoming Events: (passing some of these along for general information and not recommended)
o Innotech Dallas’ Security Summit — April 19"
= Irving Convention Center
o 2023 SHI Roadshow — Solve What’s Next Cybersecurity April 25"
= Contact SHI rep
» AT&T Stadium, 1 AT&T Way, Arlington, TX 76011 US
o Fortinet SD-Branch: LAN Edge Wired and Wireless — April 28"
= Contact arnold@fortinet.com
= NYLO Las Colinas Hotel 1001 W. Royal Lane Irving, TX 75039
o 8™ Annual Dallas Cybersecurity Summit May 2"
= Free entry with CIS23
= Downtown Sheraton
= CPE availability
o Dataconnectors Dallas Cybersecurity Conference — May 4th
= Plano Hilton
= (PE availability

Updates

COG Updates — COG Staff

TDEM Updates — TDEM Staff

Other Updates/Announcements — Open to group
Recent Incidents/Special Events

Next Meeting:
TBD

***Cyber Meetings are normally scheduled for the third Thursday of every other month***

Mission: Enhancing lasting partnerships and proactive Emergency Preparedness initiatives through advocacy, communication, and collaboration.


mailto:arnold@fortinet.com

