
Incident Response Training

North Central Texas Council of Governments
Incident Response Training

Part 4 –
Risk Management and Disaster Recovery
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Agenda

1. IR Risk Management and Disaster Recovery
2. Risk Analysis, Management and Risk Register
3. Business Impact Analysis
4. Third Party Risk
5. Disaster Recovery Plan and Management
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How to use the IR Material

IR Framework

IR Plan

IR Standard

IR Tabletop Exercises 
Examples 

ADMINISTRATION

IR Consolidated List of 
Standards

IR Roles and 
Responsibilities 

IR Response Times / SLAs

Incident Categorization 

IR SOPs

Chain of Custody 

IR Customer and Media 
Communication

IR Notification Form

Forensics Intake Form

INCIDENT RESPONSE

SOPs for Key Incidents:

DDoS Attack  
Ransomware/Malware

Data Theft
Elevation of Privileges 

Improper Computer Usage 
Phishing

Root Access
Virus Outbreak

Disaster Recovery Plan 
Template

Risk Acceptance Form

DR Industry Requirements

Risk Management Plan

Business Impact Analysis  
Template 

ISO 27035FEMANIST NIMS/ICS

IR Organizations

TECHNICAL REQUIREMENTS

Tech Incident Response 
Requirements

Incident Response Tool Kit

IR Organization Structure

IR Operations Checklist

IR Management Log

IR Report Template

Regulatory Notification 
Requirements

Third Party Risk Management

IR Financial Tracker

IR Lessons Learned Form

DR Facilitator Guide Tabletop

DR Initial Planning Minutes

DR Final Planning Agenda

DR Exercise Evaluation

DR Initial Planning Agenda

DR Report and Improvement 
Plan

SUPPORTING FUNCTIONS TO IR

IR Tracking and Reporting
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Risk Management and Disaster Recovery

Disaster Recovery:
The strategic and detailed 
planning for the timely 
restoration of information 
technology, network and data 
following a disaster

Risk Management:
The forecasting and evaluation 
of risks together with the 
identification of procedures to 
avoid or minimize their impact.
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Risk Analysis, Management and Risk Register
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Business Impact Analysis
• What disasters could occur?
• Which business processes are of strategic importance?
• What IT assets support those business processes (internal and external)?
• What impact would they have on the organization financially? Legally? On human 

life? On reputation?
• What is the required recovery time period?
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Third Party Risk

Third Parties:
- Outsourced Cleaning Crew
- IT Vendor/Managed Service 

Provider
- Printer Management Company
- Software Providers
- Cloud Services
- Data Processing Companies
- Outsourced HR
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Fourth Party Risk
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Disaster Recovery Plan

• Written document 
with policies, step-
by-step 
procedures and 
responsibilities 

• Must be tested (or 
exercised) 
frequently

• DR is a regulatory 
requirement for 
many industries

What goes into a DR plan
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Disaster Recovery Management

Documents to use
DR Requirements Industries

IT Disaster Recovery Plan Template

DR Facilitator Guide Tabletop Exercise

DR Planning Agendas and Minutes (Initial and Final)

DR Exercise Evaluation

DR Report and Improvement Plan
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Questions?
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Where to find documents and information?

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system
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THANK YOU

OFFICE LOCATIONS

Las Vegas, Nevada

London, England

Dubai, United Arab Emirates

Bratislava, Slovakia 

HQ – ARLINGTON, VIRGINIA

4601 North Fairfax Drive, Suite 1200 
Arlington, VA 22203

Stealth-ISS Group® Inc. | www.stealth-iss.com | bizdev@stealth-iss.com

http://www.stealth-iss.com/

