
Incident Response Training

North Central Texas Council of Governments
Incident Response Training

Training Overview



w
w
w.
st
ea
lth
-is
s.
co
m

Structure

1. The Goal
2. How is this training set up?
3. What is Incident Response?
4. Why this project and training?
5. Who will benefit from this?
6. Where and How to use the IR Material
7. Questions



w
w
w.
st
ea
lth
-is
s.
co
m

Structure

1. The Goal
2. How is this training set up?
3. What is Incident Response?
4. Why this project and training?
5. Who will benefit from this?
6. Where to find and how to use the IR Material
7. Questions



w
w
w.
st
ea
lth
-is
s.
co
m

The Goal

The Right People, Plan, Tools

Provide Cybersecurity Incident Response resources to:
• Prepare for a potential Cybersecurity Incident
• Know what to do and how to do it
• Know the location of correct documents, templates and tools 
• Know who to contact to request local/regional/state/federal or third-party help
• Facilitate Incident Resolution
• Communicate with regional/state teams using established standards
• Align all Incident Management activities with NIMS (National Incident Management System)

Result:
• A centralized and comprehensive repository within NCTCOG SharePoint including:

• Comprehensive collection of Incident Response documentation for plans and standards
• Incident Response processes
• Forms and report guidelines
• Contact and communication lists
• Recorded Training Videos
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How is this training set up?

• Incident Response – the big picture
• Overview of IR and NIMS
• Organizations

• “The Plan” – in detail
• How to prepare
• Documents and Forms to use
• Incident Response Process

• Communication and Reporting
• Regulatory requirements
• Clients and Customers
• Reporting and KPIs

• Risk Management and Disaster Recovery
• Third Parties
• Business Impact Analysis

• Incident Response Tabletop Exercise
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What is Incident Response?

The Right People, Plan, Tools

Incident response is an organized approach to addressing 
and managing a potential breach or aftermath of a security 
breach.

The goal is to handle the situation in a way that limits 
damage and reduces recovery time and costs.
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What is Incident Response?
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Components of Incident Response?

• The Incident Response Plan (“the Plan”)
• A list of roles and responsibilities
• A list of types of incidents requiring action
• The current state of the network infrastructure and security safeguards
• Detection, investigation and containment procedures
• Steps toward eradication
• Steps toward recovery
• The breach notification process
• A list of follow-up tasks
• A call list
• Incident response plan testing
• Any revisions/lessons learned
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Why this project and training?
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Who will benefit from this knowledge?

Federal, State, Local, Education, Commercial entities which:
• Use or subscribe to IT services (in-house or in-cloud)
• Are at risk of cyber security incidents (malware, ransomware, accidents etc.)
• Collaborate with other entities to deliver services
• May have a significant operational or financial impact if their services cannot be delivered
• May cause significant hardship to others if their services cannot be delivered

Organizational Staff:
• The Organizational Manager
• All Executives including Chief Information/Technology or Security Officer
• Incident Commander (“IC”)
• IT and IT Security Staff including CIRT resources
• Human Resources
• Finance Teams
• Health and Safety
• Data Privacy and Risk Officers 
• Any staff member involved with incident or emergency management at local/regional/state and federal 

level
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How to use the IR Material

IR Framework

IR Plan

IR Standard

IR Tabletop Exercises 
Examples 

ADMINISTRATION

IR Consolidated List of 
Standards

IR Roles and 
Responsibilities 

IR Response Times / SLAs

Incident Categorization 

IR SOPs

Chain of Custody 

IR Customer and Media 
Communication

IR Notification Form

Forensics Intake Form

INCIDENT RESPONSE

SOPs for Key Incidents:

DDoS Attack  
Ransomware/Malware

Data Theft
Elevation of Privileges 

Improper Computer Usage 
Phishing

Root Access
Virus Outbreak

Disaster Recovery Plan 
Template

Risk Acceptance Form

DR Industry Requirements

Risk Management Plan

Business Impact Analysis  
Template 

ISO 27035FEMANIST NIMS/ICS

IR Organizations

TECHNICAL REQUIREMENTS

Tech Incident Response 
Requirements

Incident Response Tool Kit

IR Organization Structure

IR Operations Checklist

IR Management Log

IR Report Template

Regulatory Notification 
Requirements

Third Party Risk Management

IR Financial Tracker

IR Lessons Learned Form

DR Facilitator Guide Tabletop

DR Initial Planning Minutes

DR Final Planning Agenda

DR Exercise Evaluation

DR Initial Planning Agenda

DR Report and Improvement 
Plan

SUPPORTING FUNCTIONS TO IR

IR Tracking and Reporting
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Where to find documents and information?

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system

https://nctcog.org/ep/resources/cyber-security-incident-response-planning-system
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Questions?
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THANK YOU

OFFICE LOCATIONS

Las Vegas, Nevada

London, England

Dubai, United Arab Emirates

Bratislava, Slovakia 

HQ – ARLINGTON, VIRGINIA

4601 North Fairfax Drive, Suite 1200 
Arlington, VA 22203

Stealth-ISS Group® Inc. | www.stealth-iss.com | bizdev@stealth-iss.com

http://www.stealth-iss.com/

